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KDWY WH &\ EHUS FMAIHQFH $ PADQGZ K\ GRZH QHHG W

8: B

7R ZKIEK SURGXFW GRHV &5 $ DSSO"
8: B

: KDWDUH \KH P DIQ VHEXUM BHTXIWHP HOV R &5'$
DOGZ KDWER \KH P HDQLQ SUDRUIFH!

8<B

+RZ GRHV&5$ UHDW \R RKHUR EHYHRXUWV
UHI XOMRQY DQG WBQEDLBY!

8=B

+RZ ZHFDQKHS \ RX UHDRK FRP STIDQFH

$SSHQA $

0 DSSIQ) WH&5 $ \R H M) WBQEDWBY
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K3 URMAILY ( XURSH IURP UHDCDQG FXWHQNA EHUOMU-DW
KDWY WH GUIYIQ) [RUFH EHKIQG WH ( 8 V &\ EHU

5 HMOHQFH$ PAW+ RZ ZI@KH &5 $ [P SDPW RXU

RUDQ] DIRY' 7KLY GREXP HQAJLYHV\ RX DQ RYHWILZ
DQG IQUIKW \R KHS \ RX RQ\ RXUZ D\ \R FRP SIDQFH y
5 D] YDQ 9 HQWMU

+ HDG Rl 3 URGXPV HEXUW 6 HNEFHV
%XUHDX 9 HUMV

KDALY &5$ DQGZ K\ GR Z H QHHG LW

7KH&\ EHU5 HVIGHOFH$FW&5$ VD QHZ ( 8 F\ EHWHEXUW G IVDMRQ
W/ GHMLI GHG \R P DNH VXUH SURGXPW Z W GLJ MICHBP HQN DUH GHYHBSHG
P RUH VHRXUHD XGNP DO SURMAI FRQUXP HY DORYHU( XURSH ,W/
VXSSOP HQN \WH H M ®UDAWP HZ RINIRUWH &( P DN ( 8 GHFOUDIRQ
R FRQRWP W [RUVHFXUMW SURSHWAV

7KH &\ EHUS HVIOHOQRH $ PAIQWRGXFHY P DQEDMRY R\ EHYWHRXUW UHTXIUHP HON
IRUKDUEZ DUH DQG VRI\E DUH SURGXFW  WURXJ KRXWKHUHQWH QH R F® &5 $

IV DO QHG Z W WWH UHTXIUHP HOW R \WWH 5 (' ' HOU DWG 5 HIXOMRQ DQG WY
H SHRWG WDVWKH OWHUZ I@EH DP HQGHG RUUHSHD®IG \R HQUVXUH BU DOFOUMW
&5$ ZIOFRP SBP HOMMH 1,6 ' IHAYH

7KH DPWZ DV DUUHHG\R Q' HFHP EHU DQG Z LGHQMUIQR IRUFH 1Q
&RP SDQHV Z IONHQKDYH P RQNV\RFRP SO Z W RQH H FHSWRQ \WH
UHSRUIY REQ DURQY UHI DUEQ) DRYHD H SGIWG YXQHUDELDIHY DQG
IQFIGHQN Z IOFH HJRFHG P RQKV DIVMUWH &5 $ HOMY IQR [RUFH

7KH &\ EHU5 HMOHQFH $ PADGEIHWHY WH HVFDOMGY J BEDAFRWIR

R EHUFUP H IXHBIG E\ A\ EHUDWBFNV RQ KDUEZ DUH DQG VRIVE DUH SURGXFW
0 RWKDUEZ DUH DQG VRI\E DUH SURGXFW DUH FXUHQ® QRAFRYHUHGE\ DQ. ( 8
G IMDMRQ UHI DUEQ) \WHUR EHWHFXUW 7 KH FXUHQW 8 ®IJDAWDP HZ RN
GRHV QRADGGUHW WH P\ EHWHEXUW Rl QRQ HP EHGGHG VR\EDUH 7KH &5 $
DIP VR FKDQIH LY/


https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act

&RP SDQHVKDYH P RQWMV
WR FRP SO Z W WH &\ EHU

5 HVIAHQFH $ PWMVBUAQ) | LRP
WH EHI L.QQQJ R

7R ZKIFK SIRGXFW GRHV &5 % DSSO"

7KH &\ EHUS HMOHQFH $ FWFRYHY DABURGXFW Z W G MBCHBP HONV
Z KIFK DUH GUHAW® RUIQAWHRA® ®JIFD® RUSK\ MED® FRQCHAMG R D
GHYIFH RUCQHX RUN

7 KH UHI XOMRQ GMIQI XIVKHV EHE HHQ WH P DIRUW R SURGXFW DQG IR
VSHFDCFDWMI RUHV \WDVWERVH D KL KHUP\ EHWHFXUA UWN 7 KH ILLAV
VSHFIDGFDWMIRY 1V UHSUMVHQWG B\ \H LP SRUBQWSURGXPW Z KIEK LV
IXUWNHUGIYIGHG [QR FOW , DQGFOW ,, 7 KH VHFRQG VSHADOFDWI RY LV
UHSUHVHQMG E\ \WH FUMFDOSURGXPW Z KIFK SRVH WH KL KHWIMVN

7KH P DIQ SDUFXOUMY |RUWH SURGXFW EHBQIIQ) R \WH VSHFLDO

FDW RUHV LV \WKDWAKH. KDYH \R XQGHU R WIEWUFRQIRUP LW

DWHWP HON 0 RAMBURGXFW Z W GLI MICHBP HQN Z I@UHTXILH D IRP R

FRQRWP W DWHWP HQNEDVHG RQ LOMEDCFRQARO VHD DWHWP HQW ) RU

\WH P SRUBIQABURGXFW Z W GLI MICHBP HQW \WWH IRTRZ LQJ DSS®

. &OW, &RQRP W DWHWP HOAEDVHG RQ IQMIODCFROARARMZ [QJ
KDUP RQl} HG WBIQGDUGY FRP P RQ VSHFLLIFDWRQY RU( XURSHDQ
P\ EHWHEXUMY FHUMEDVRQ VFKHP HV

. &OW,, 7KHVDP HDVIRU&OW , EXWWY P DQEDWRY \WDVIKH
FRQRWP W DWHWP HOAY IQYROLQJ D \KILG SDIW

) RUWH FRQIRWP W DWHWP HQWR FUMFDOSURGXFW Z W GLI MBCHBP HQN

P DQGDWRU FRP SADQFH VR FHUAMLFDWRQ VFKHP HV VXFK DV WH ( 8 &&

DWBIYHCOWBDWRVXEVEBQIDY LV UHTXWHG
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KDWDUH WH P DLQ VHEXUW UHTXLWHP HQW
Rl WH &\ EHUS HMIOHQFH $ FWDQG Z KDWGR
WH P HDQ LQ SUDFWEH!

7KH &\ EHUS HMOHQFH $FWKDV P DIQ RENMIFYHY

( QUXUH WDWP DQXIDRWUHLY [P SURYH WH VHEXUW RI SURGXFW Z W
QI WBCHBP HQW IURP \WH GHVLI Q DQG GHYHBSP HOWBKDVH DQG

WWURXI KRXVWNH Z KR®! @H F\ F®I

( QUXUH D FRKHUHQWA EHWHFXUW 1DP HZ RIN | DFLOBMY FRP SCOGFH
|RUKDUEZ DUH DQG VRIE DUH SURGXFHWY

( QKDQFH \WH WDQVSDLIHQR\ RI VHEXUW SURSHUAHV R SURGXFW Z W
QI MICHBP HQW

( QDE®I EXVIGHWHY DQG FRQUXP HW \R XVH WHVH SURGXFW VHFXUHO

$QHTXIHP HOV R WH &5 $ IRTZ \WHVH REMIPYHYV 7 KH UHTXWHP HQW DO
DSSO® \R DOWNSHY DQG FOWHV Rl SURGXFW  + RZ HYHU \WH GLLIHUHQFH
EHEI HHQ WH LP SDRWIHV 1Q \WH FRQIRWP W DVWHWP HQW

7KH P DIQ UHTXILHP HQW UHI DUEQ) F\ EHWHEXUMW SURSHWAV DQG
YXQHUDELDV KDQGIY DUH VSHFLHG IQ GAVBIAQ$11 (., R \WH( 8
SURSRVDOM W
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+RZ GRHVWH&5$ UHDW VR RWHUF\ EHWHFXUW
UHJ XOWRQV DQG WEBQGDLGV"

7KH &\ EHU5 HMOHQFH $ PWERHV QRWH, IMAIQ D YDFXXP 7KLY DRVWZ L@
FRP SOP HQAMKH (8 1,6 ' LWHPWYH 1P SURYIQU \WH P\ EHWHFXUW R
SURGXFW \KDWKDYH GL MO HDWUHV Z [OKHS FRP SDQHV IRTXZ \WWH XBV R
WH1,6 ' WHPYH DQG VWIHQI WHQ WH VHRXUMW R \WH Z KRBI VXSSO FKDIQ

7KH&5$ DOR FERVHO UHVHP EGNV H DM P\ EHWHRXUW \ABIQEDUGY VXFK DV
WH ( 76, (& DQG \WH ( XURSHDQ &RP P RQ & UWUD
(8&& /RRNQI DWKH\M WR \WH &5 $ SURSRVDCDQG DVKH FXUWHQWN
OQGVFDSH R A\ EHWHRXUW AWBIQGDUEY Z H EHTHYH \WDWDFKLHYIQ)

FRP SIDQFH Z MW WH ( 76, (& DQG RU( 8 && Z I@P HDQ

\ RX Z L@QEH FEBVH \R FRP STDQFH Z W \WH &\ EHUS HVIGHQRH $ PO \WH | XUMUH

7 KHVH WBIQEDUGV KDYH Z 1GH LOMIDMRQDAHFR] QUIRQ DV Z HGDV YHY JRRG
DSSTFDELONV \R WH VFRSH Rl FRQQHAMG SURGXFW I \ RX Z DQWR EH SR
DRYH 1Q SXW/XIQ) &5 $ FRP SIDQFH Z H DGYIVH\ RX \R IR®Z \WHVH

ABQEDLGY

<RX FDQILQG D GHVBAGBIG P DSSIQJ R WH &5 $ UHTXIUHP HON R \WH ,6 2

(76, (& 62 (& &RP P RQ&UWMID 1Q
$SSHQA[ $ 7KHP DSSIQJ IV EDVHGRQWH ( 1,6$ &\ EHUS HVIOHQFH $ FW
5 HTXLLHP HQW 6 VBQGDUGV 0 DSSLQJ

K7 KH &\ EHU5 HM@HQFH $ PWP DUNV \WH P RW

DP EIMRXV J BEDCBURGXPWHEXUMN BU IMDMRQ R
W NQG P DQEDM] P\ EHWHRXUMN UWHTXIWHP HOW
|RUKDUEZ DUH DQG VRIE DUH SURGXFW \R HQVXUA
VHEXUMY DQG YXQHDELON KDQEIR) \KMURXI KRXW

\WHUQHR FBly

" DYIG “DFNRYVN

6 HQIRUS HFEXUW & RQVXOEQUWDAAXUHDX 9 HIMDV
([SHWD HPEHU1(1' HBUDWRQ &( 1 &/ & -7& : *
6SHADQ RINQJ * URXS RQ&\ EHUS HVIAHQRH $ Py



+RZ ZHFDQKHS \ RX UHDFK FRP STDQFH
Z W WH &\ EHUS HVIQHQFH $ FW

7 (DQVOMQ WH UHTXIUHP HON R \WH &\ EHUS HVIOHQRH $ FWIQR SUDRIFDO
DQG DSSURSUDWM P HDVXUHV UHTXLUHV VSHFLLE H SHWYH 96KUHDX 9 HUIMV

FDQKHS \ RX UDFK &5 $ FRP SIDQFH DV Z H DUH GRIQJ IRUD QXP EHUR

FXRP HY DOHDG. : H RIHUWH IRTRZ 1Q) VHYIEHV

&5% 3 UHVHQIMRQ

. KDWGRHVWH &5 $ P HDQIRU\ RXURUDQ] DURY' ,\WENHV D
GWR WP H R P DAMUWH GHVBAOY R KLY F\ EHWHEXUW DRW< RX
FDQLQYIWM RQH Rl RXUH, SHW \R FRQGXPD SUHVHQORMRQ RQ
WLV VXEMIFW< RX Z L@ DIQ D \WRURXI K XQGHWABQAQ) R \WH
IQV DQGRXW R WH &5 $ ) RUQABQFH Z H FDQH SOIQ \WH
QLIHHQNFRQRWP W DWHWP HON DQG Z KIEK XBNV DSSO R

\ RXUSDUFX@USURGXFW

* DS $ WHWP HOADQG & HUNLFDWRQ

+RZ GR\ RX GHMAP LQH Z KIFK P HDVXUHV \ RX QHHG \R

IP SGP HQAR UHDFK &5 $ FRP SIDQFH' : HFDQKH®S \ RX Z WK
WLV : H KDYH H \MQUYH H SHUHQFH 1Q* DS $ WHWP HQW
DQG & HWIFDWRQ IRU, ( & 62 DQGZH DD
UHFRIQ] HG & RP P RQ & UMUD @ERDRY  7KXV ZH FDQDOR
VXSSRWZ W &RP P RQ&UMAID ( 8 && FRQUXGBCR DQG
FHWVEDWRQ

&5% ,P SGP HOMMRQ 6 XSSRUWV

$I\WUZ H IGHOM  SRWQWDQI DSV EHE HHQ\ RXUFXUWHQW
VHEXUW P HDVXUHV DQG \WH UHTXIUHP HOW R \WH &5 $ ZH FDQ

SWRYIGH FRQUXGBGR VHYIEHV R VROH WHP  DQG KHS \ RX
EHFRP H&5$ FRP SIDQV
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$SSHQGL $
0 DSSIQJ &5$ R H IMAQI F\ EHWHEXUW WBQGDLUGY

6 HFXUW 5 HT XUWHP HOW UHDWQJ VR SUIRSHUAHV
RI SURGXFW Z W GLJ MuOHGP HOW
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9 X@HWDELDN + DOGIQI 5 HTXLWUHP HOW
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7KH &\ EHUS HMITHQFH
$ FP\DAR FRYHY KLJK
UWN$, \ VWP V



: K\ FKRRVH %XUHDX 9 HUMBV

YXUHDX 9 HUMDV &\ EHWHEXUMY LV \ RXUH, SHWSDWGHUIQ P\ EHWHFXUW : H
KHS RUDQ] DARQY IGHOM UMNY AHQI \WHQ GHHQVHV DQG FRP SO Z WK
A\ EHWHPXUW VWBQGDUEY DQG UHI XOMRQY 2 XUVHWIEHV FRYHUSHRSG
SURFHWHV DQG WIFKQRBJ\ <« IDQIIQJ 1URP DZ DUHQHW WDIQIQI DQG VRFIDO
HQILQHHUQ) R VHRXUW DGYIFH FRP STIDQFH DQG SHOHWDURQ WA

: HRSHUDW DFIRW,7 2 7 DQG,R7 HQYILRQP HOW VXSSRMQ) ERW GLJ MO
VA WP V DQG FRQHAMG SURGXFW : DM RYHU P\ EHWHRXUW
SURIHWIRQDY Z R IGH Z H FRP EIQH GHHS \MFKQEDCH SHWYH Z WK D
JEEDCSUHVHQFH 9/XUHDX 9 HIMDV &\ EHWHFXUM 1V SDWR! \WH 96XUHDX

9 HIMWV * IRXS< D J BEDCBDGHUIQ WY LOVSHRWRQ DQG FHIMEDMRQ

& RQWFWKY

&RQEPVKV \RED IRUP RUH IQRWP DIRQ RQKRZ Z H FDQKH®S \ RXU
RUDQ] DWRQ UDFK &5 $ FRP SCIDQFH

g R\ EHWVHEXUWVHYYIFHVH# EXUHDXYHUIMBV FRP

@ JURXS EXUHDXYHUMBV FRP
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