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SESIP Certification for RALY S

loT Devices and Platforms

Who is this for? -
Manufacturers of loT devices, chipsets, embedded software and

connected platforms seeking independent cybersecurity certification. el

What business challenge does it solve? Security Assurance
Demonstrate product security while reducing certification effort Reuse existing
through the reuse of existing security evaluation results. security evaluation

results across
products, platforms
and supply chains.

What is the result?
An internationally recognized SESIP certificate that strengthens
customer confidence and accelerates time-to-market.

&

Faster Certification Lower Certification Cost Market Trust

Reduce duplicate evaluation Minimize unnecessary testing and Demonstrate independently verified
activities through the reuse of streamline certification using cybersecurity assurance through an
existing security evaluation results SESIP's compositional approach. internationally recognized certification

methodology.

What is SESIP Certification?

Independent security certification for l1oT products & components

The Security Evaluation Standard for loT Platforms (SESIP) is a globally recognized security evaluation
methodology developed by GlobalPlatform and published through CEN-CENELEC. It enables
manufacturers to evaluate and certify the security of 10T devices, platforms, software and components
using a consistent and scalable approach.

A compositional approach to certification
Unlike traditional certification approaches, SESIP enables manufacturers to reuse existing security
evaluation results when certified components are integrated into new products. This compositional

approach reduces duplicate assessment activities, lowers certification costs and helps bring secure
products to market faster.

SESIP CERTIFICATION FOR IOT DEVICES AND PLATFORMS


https://cybersecurity.bureauveritas.com/

How we Support Your SESIP Journey

Why choose
Bureau Veritas

Bureau Veritas Cybersecurity is your
expert partner in cybersecurity. We
help organizations identify risks,
strengthen defenses and comply with
cybersecurity standards and

SESIP Readiness Assessment regulations. Our services cover people,
We assess your product, documentation and security architecture processes and technology, ranging
against SESIP requirements. We identify certification gaps early and from awareness training and socal
help you prepare efficiently for evaluation.

Readiness Security Documentation
Assessment Evaluation Support

Certification

engineering to security advice,
compliance and penetration testing.

Security Evaluation and Testing We operate across IT, OT and loT
We perform vulnerability analysis, penetration testing and other environments, supporting both digital

evaluation activities aligned with the selected SESIP Assurance Level. systems and connected products. With
over 300 cybersecurity professionals

worldwide, we combine deep technical

Documentation and Certification Support

expertise with a global presence.

We help prepare the technical documentation and supporting evidence Bureau Veritas Cybersecurity is part of
required for certification, support remediation activities and guide you the Bureau Veritas Group, a global
through the certification process. leader in testing, inspection and

certification.

SESIP Assurance Levels

SESIP 1

SESIP defines five Assurance Levels (SESIP 1-5), Documentation-based security assessment

allowing manufacturers to select the level of

evaluation that best matches their product risks, SESIP 2

business objectives and market requirements. Independent vulnerability analysis & testing

Bureau Veritas helps manufacturers determine n

the appropriate assurance level and prepare SESIP 3-5

the documentation and evidence required Increasingly rigorous

for a successful certification process. _ security analysis,

penetration testing and

— assurance activities

Ready to Start Your Certification Journey?

Our experts can help you determine the right SESIP Assurance Level, define the evaluation scope and
prepare your product for successful SESIP certification.

Interested? @ cybersecurity@bureauveritas.com

Contact us today: @ cybersecurity.bureauveritas.com

BUREAU
VERITAS
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