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From knowing to doing
YOUR CHALLENGE AS CISO: 

Measure your program 
Security Awareness Maturity Model Assessment (SAMMA)

Measure behavior and predictors
Behavioral baseline measurement

Create custom solutions
Tailored programs for target groups

Measure behavior (and not the scenario) 
Social engineering measurements

PROMOTE MEASURABLE SAFE BEHAVIOR

STEP 1: MEASURE

STEP 2: CHANGE
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They know it, but they don't do it. Your employees
keep clicking on phishing links and still use weak
passwords. Despite previous attack simulations and e-
learning modules, your human cyber risk remains high.
You have been communicating the security rules for
years, but your employees are still behaving unsafely. 

BEHAVIOR KNOWLEDGE MOTIVATION OPPORTUNITY= X X

24%
Shares safely

83%
Knows the rules

about safe sharing

SAFE baseline study, n = 5000+ employees

YOUR CHALLENGE AS CISO: 
FROM KNOWING TO DOING

EXAMPLE OF THE GAP:

SHARE SECURELY 

CLOSING THE GAP BETWEEN KNOWLEDGE AND BEHAVIOR
We assist you with the SAFE program, which focuses on
safe behavior as the ultimate goal and goes beyond
mere awareness.

Our psychologists focus on all factors that influence
behavior: knowledge, motivation, and opportunity.

MAKE YOUR EMPLOYEES THE
STRONGEST LINK IN YOUR
CYBERSECURITY WITH SAFE

Inge Wetzer PhD, Principal 
Psychologist Cybersecurity, explains: ≠
     KNOWING WHAT TO DO DOES
NOT MEAN YOU ACTUALLY DO
IT. THERE IS A GAP BETWEEN
KNOWLEDGE AND BEHAVIOR.
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WHO IS SAFE SUITABLE FOR?
The SAFE program is intended for organizations that want to measurably reduce human
cyber risk in the long term. 

The program is also suitable for organizations that need to demonstrate compliance with
NIS2, DORA, BIO2, ISO 27001, or other cyber regulations.

MEASURE BEHAVIOR AND ITS PREDICTORS 
We first measure behavior and what might still be holding your employees
back. Do your employees not know, want to, or are they unable to do it? 

This is how we take a targeted approach and prevent your employees from
experiencing security fatigue.

PROCEED IN A TARGETED MANNER
We remove the barriers now we know what holds people back. We
educate, motivate, and/or facilitate interventions, depending on the
behavioral barrier(s).

PROMOTE MEASURABLE 
SAFE BEHAVIOR 

IF KNOWLEDGE IS THE BEHAVIORAL
BARRIER, THEN LEARNING IS THE SOLUTION. 

MEASURE1

CHANGE2
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S A F E  C O M P O N E N T :  S A M M A

Conduct interviews Align next stepsDetermine maturity 

4

MEASURE1

1

2

3

4

5

No formal security awareness program

Basic training courses focused on
regulatory compliance

The organization actively promotes
awareness and behavioral change.

There is sustainable behavioral
change and a cultural shift.

The organization uses a measurement
framework and works on continuous
improvement.

SECURITY AWARENESS 
MATURITY MODEL

MEASURE YOUR
PROGRAM

You are actively working on security awareness (and
behavior), but lack coherence and measurable
progress. Or you are at the beginning of  this process,
but as a (complex) organization, you have reached
the point where a mature program is a necessity.

Our Security Awareness Maturity Model Assessment
(SAMMA) provides you with insight into the
maturity and governance of your program and
offers practical tools for improvement. 

Security Awareness Maturity Model
Assessment (SAMMA)

“The collaboration with Bureau Veritas
Cybersecurity was an important step in our
pursuit of  cybersecurity within our company,
for our products, and for our customers.”

Nicolas Lange, Member Executive Board
- Knorr-Bremse

SAMMA IN 4 STEPS

WHAT OUR CUSTOMERS SAY

SAMMA forms the starting point for a multi-year strategy
that manages human risk and anchors a strong security
culture in your organization.

Our unique SAMMA model measures:

55 aspects of security awareness 
15 topics 
3 domains: program, people, measurement

Review documentation

21 3
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S A F E  C O M P O N E N T :  B E H A V I O R  B A S E L I N E  M E A S U R E M E N T

MEASURE BEHAVIOR
& PREDICTORS

Behavioral baseline measurement 

MEASURE1

BEHAVIOR KNOWLEDGE MOTIVATION OPPORTUNITY SECURITY CULTURE ORGANIZATIONAL
CULTURE

Before you invest in cybersecurity training and
awareness and behavior campaigns, you need to know
what your biggest behavioral risks are and why; is it
knowing, wanting, or being able? Because behavior is
our ultimate goal, we primarily measure what people
do, and therefore not just what people know. 

THE 3 COMPONENTS OF OUR BASELINE MEASUREMENT

Do employees recognize and
report suspicious emails?

PHISHING-
SIMULATION

Do employees unmask
unauthorized visitors?

PHYSICAL SOCIAL
ENGINEERING

How safely do your employees
behave and why?

QUESTIONNAIRE

Our social engineers investigate the physical security of  your
organization by attempting to gain access to your physical
facilities. We distinguish ourselves with the combination of
behavioral analysis and expertise in physical access control. 

PHYSICAL SOCIAL ENGINEERING

WHAT WE MEASURE

After the baseline measurement, you will receive an
approach for a program focused on your greatest
behavioral risks and the underlying factors. 

The ‘how’ of  the approach can be determined in part
based on the cultural results.

We do this for the twenty most impactful behaviors,
from passwords to AI usage. In addition, we
investigate both the security and organizational
culture, because we believe that a security culture
must be embedded in the existing organizational
culture, and not the other way around. 
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MEASURE1

CREATE 
CUSTOM
SOLUTIONS

An office worker faces different risks than an operational employee. 
And the best solution also often differs by target group. That is why 
we made a podcast for truck drivers and for ship crew members a toolbox, both tailored to their daily work
context. Customization does not have to take more time than standard solutions. By investigating your
employees' needs more thoroughly in advance, we create targeted, tailor-made solutions.

EVERY TARGET GROUP IS DIFFERENT

Tailored programs for target groups

The first step in our customized programs is goal
setting. After we have concretized what we expect
from a target group during the goal setting phase, we
map out during the barrier analysis what employees
need to actually start exhibiting the behavior you
desire. 

That is often more than just learning. Employees
must also be motivated and facilitated to exhibit safe
behavior. After all, behavior is not only the result of
knowledge, but also of  motivation and opportunity.

We have noticed that actively listening to a specific
target group and collecting their feedback is very
effective. After all, the target group often has the
clearest insight into which measures and approaches
will work best. 

To achieve this, it is essential to involve the target
group from the start. And that is exactly what we do
in our customized program for target groups.

GOAL SETTING BARRIER-ANALYSIS  INTERVENTION

INVESTIGATING BEHAVIOR FOR TARGETED, TAILORED SOLUTIONS

ENGAGE TARGET GROUP FOR SUPPORT

     WE INVESTIGATE WHAT HOLDS PEOPLE BACK SO
THAT WE CAN SPECIFICALLY REMOVE BARRIERS
WITH TAILORED SOLUTIONS. 

S A F E  I N T E R V E N T I O N :  C U S T O M I Z E D  P R O G R A M S
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INTERVENTION EDUCATE MOTIVATE FACILITATE= X X

ORGANIZATION A: SOLUTION - EDUCATE
At a medium-sized municipality, employees were unsure what to report
and to whom. The problem was a lack of  knowledge. The solution: educate.
We chose to have an instructional video produced by the CISO so that
employees knew what was expected of  them. This led to a 32% increase in the
number of  reports.

ORGANIZATION B: SOLUTION - MOTIVATE
At a multinational, employees had previously reported incidents but never

received feedback. The problem was a lack of  motivation. By introducing a

template for personalized responses and a monthly summary email, employees

recognized the importance of  their reports. This led to a 22% increase in the

number of  reports.

ORGANIZATION C: SOLUTION - FACILITATE
At a food-producing company, the reporting process on the intranet was

too complicated. By adding a clear button to the homepage, the process

became simpler and more accessible. This resulted in a 61% increase in the

number of  incident reports.

Practice shows that different
organizations, even with the
same goal, often require
different interventions.

To the side, you will find
three short practical
examples of organizations
that all wanted their
employees to report
incidents faster and more
frequently, but where the
solution for safe behavior
was different in each case.

1 TARGET BEHAVIOR, 3 SOLUTIONS
E X A M P L E S  F R O M  P R A C T I C E

OUR SERVICES ONLY BECOME YOUR SOLUTIONS
ONCE WE KNOW YOUR PROBLEM.

     For a long time, cybersecurity felt like a distant issue to our crew.

Generic e-learning did not align with the context of  our ships.

Thanks to our customized program with cybersecurity toolboxes,

tailored to the reality of  our vessels, cybersecurity is now truly alive

on board.

Herman Jeschke, Program Manager Nautical Cybersecurity - 
De Rijksrederij (The Dutch Government Shipping Company)
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Social engineering poses your greatest cyber threat, and
as CISO, you have therefore been conducting realistic
'tests' twice a year for years. Yet, your employees' clicking
and reporting behavior remains unchanged. The cause?
Perhaps you are asking your employees to do something
for which they do not yet possess the right skills. This is
comparable to presenting a complex math problem to a
toddler. 

Although we can simulate very realistic attacks, we
consider this primarily suitable for baseline and impact
measurements and for mature organizations. Based on
the results, we select follow-up steps for behavioral
change. These steps are not one-off  actions, but a
continuous process.

Based on hundreds of  thousands of  simulations,
we have assigned a difficulty level to our phishing
scenarios. This allows us to offer email phishing
simulations that match the skill level of  your
employees. 

By using a scenario of  the same difficulty level in a
baseline and impact assessment, a conclusion
regarding your resilience against phishing attacks
can be drawn with greater reliability. We adapt our
approach depending on your needs.

Average click-through rates for scenarios offer
another advantage: benchmarking also provides
the ability to correct for scenario differences. This
becomes possible when two or more simulations
have been performed with scenarios for which a
benchmark is available. Our ‘net click reduction’ is
one such scenario-corrected measure. This
approach makes Bureau Veritas Cybersecurity a
frontrunner in the field of  phishing.

MEASURE1

MEASURE BEHAVIOR
(AND NOT THE
SCENARIO)

Social engineering measurements

WHY REALISTIC SCENARIOS 
DO NOT NECESSARILY CHANGE
BEHAVIOR

HOW WE CORRECT FOR
SCENARIO DIFFERENCE

WHY BENCHMARKING IS
INTERESTING
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OUR POSITIVE APPROACH:
EDUCATE, TRAIN, PRACTICE

SOCIAL ENGINEERING SERVICES 

CHANGE

FOCUS ON POSITIVE
LEARNING
EXPERIENCES

Our approach to social engineering simulations is deliberately
positive and constructive. We work according to the OTO
framework: Educate, Train, Practice. Realistic scenarios are
not a starting point, but an end point. 

Our carefully curated simulation series help employees
strengthen their trust and behavior, while simultaneously
preventing security fatigue. We focus on creating a secure
reporting culture. 
and steer clear of  naming and shaming. In short, our
simulations are not ‘tests’, but focus on successful learning
experiences. 

EDUCATE
We start by offering targeted knowledge during the
education phase. 

TRAIN
We start simple and gradually build up the level,
so that employees learn to recognize and report
with confidence.

PRACTICE
Only when the foundation is in place and
behavior has improved do we simulate more
realistic exercises. 

USB baiting: investigate how your employees handle
found USB sticks.

QR phishing: investigate whether your employees are
scanning unsafe QR codes.

Call-back phishing: investigate your employees' resilience
against sophisticated multi-stage attacks via multiple
channels in a combination of  email and voice phishing.

Spear phishing: investigate the click behavior of  your
employees during highly targeted attacks against specific
individuals with personalized information.

Business Email Compromise (BEC): assess your
organization's resilience to financial fraud and data
breaches through a simulation of  attacks in which
executives are impersonated (CEO fraud).

OSINT: investigate what public information OSINT
specialists can uncover about your organization.

Voice phishing (vishing): we simulate
telephone social engineering attacks by calling
your employees and obtaining confidential
information such as passwords. To increase
the impact and learning effect, we can record a
video showing our social engineers in action,
while the anonymity of  your employees
remains fully guaranteed.

2

1

2

3

Social engineering solutions
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CHANGE

SCALE YOUR 
SECURITY CULTURE

2
Ambassador Program

A M B A S S A D O R  P R O G R A M ,  C Y B E R S H O W  &  C Y B E R  O N  S T A G E

Two of  the biggest challenges within a behavioral
program are budget and reach. With our approach to a
cybersecurity ambassador program, you scale up your
approach: you reach all your employees without costs
increasing along with reach. Moreover, it has been
shown that a message often lands better when it
comes from colleagues rather than just the security
team or an external party.

Ambassadors are a scalable multiplier: they know your
culture, know what is happening on the work floor, and
form the link between employees and the security
team. This way, you maximize impact with less
overhead.

And importantly: our ambassador program does
not exist. It is your program, tailored to your
organization. We help you design, set up, and
grow it. But the ambassadors give it concrete
shape and make it a success. They make
information security a shared responsibility and
strengthen a security culture in which employees
are involved in security. 

Cyber ​​on Stage is an integral part of  the
ambassador program, because we believe in the
power of  ‘for colleagues, by colleagues’.

AMBASSADOR PROGRAM:
ACHIEVE MAXIMUM IMPACT YOUR PROGRAM

GIVE CYBER A PLATFORM
Cybershow & Cyber on Stage (train-the-trainer)

With Cyber ​​on Stage (train-the-trainer), we train
motivated employees to become internal trainers.
After the multi-day training, you will have internal
trainers who present cyber shows themselves. In
this way, with this scalable solution, you ensure that
engaging information security presentations will
continue for years to come.

We give information security a stage. Our accessible,
interactive Cybershow allows your employees to
experience their role in cybersecurity. Together, we
select the right modules on topics relevant to your
organization: from strong passwords to the safe use of
AI. 

CYBER ON STAGE
(TRAIN-THE-TRAINER)

CYBERSHOW

What our customers
say about Cyber ​​on
Stage

“It was educational, enlightening, and positively confrontational.”

“There was good dynamic between the trainers and a nice atmosphere.”

“Before the training, I found presenting terrible; you have really made a
change in that.”

Satisfaction score:
★★★★★ 4.83 out of  5 
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CHANGE

MAKE CYBER
FUN WITH
CYBER GAMES

Cybergames

Sustainable behavioral change in the field of
information security requires continuous attention,
but in a way that keeps employees engaged rather
than fatigued. 

Traditional training methods with dry content and
repeated warnings often lead to security fatigue:
employees disengage and the desired secure
behavior fails to materialize.

That is why we developed the Cyber ​​Games: an
innovative gamification program that actively involves
your employees in information security. The subject
changes from ‘something that also needs to be done’
to an integral part of  your organizational culture.
Using game formats and proven behavioral change
techniques, we make security fun, accessible, and
effective.

The Cyber ​​Games consist of  a varied selection of  8
interactive games that can be used throughout the
year. Employees earn points by actively participating
in various games: from approaching strangers to
reporting incidents. These points are centrally
recorded on a leaderboard that is communicated
periodically. In addition to prizes, employees also
earn recognition, which strengthens motivation and
the competitive element.

The result is not a one-off  training, but an ongoing,
positive, and social part of  your employees' workday.
They develop not only knowledge but, above all,
lasting, safe habits through repeated experiences of
success and positive reinforcement. 

By strategically placing fake confidential
information, employees are challenged to remain
alert. Whoever encounters this information and

acts correctly by reporting it wins.

We are announcing a physical intruder via a
campaign. Spot, speak up, check, and win to win!

2

GAMES IN THE SPOTLIGHT

HOW DO CYBER ​ GAMES WORK?PREVENT SECURITY FATIGUE

SPOT THE MOLE CONFIDENTIAL CATCH
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CHANGE

BOOST 
BEHAVIOR

SAFE Behavior Boost

2

BEHAVIOR INTERVENTION RESULT

Recognize and report phishing Phishing Masters Program
Employees have positive learning
experiences during simulations that
gradually become more difficult.

Securely store strong and unique
passwords

Interactive password demo
Within one hour, employees have
five strong passwords stored in the
password manager.

Addressing unauthorized visitors The Spot the Mole Game
Employees benefit from unmasking
the unauthorized visitor.

Compliance with clean desk
policy

The Clean Space Race
Employees deserve a reward if they
keep their workplace safe.

Over the past few years, we have identified the four
behaviors that pose the greatest risk at various
organizations and have developed targeted
interventions to address them. These are based on
thorough pilots and continuous further development. 

In the SAFE Behavior Boost, we therefore bundle our
four most effective interventions for a boost, not a
sprint, in behavior.

For each behavior, we conduct both a baseline
measurement and a final measurement. We do not
measure self-reporting, but hard behavioral data.
This allows us to achieve measurable results in the
short term. We explain the interventions in the table
below.

SAFE BEHAVIOR BOOST 

CONCRETE RESULTPROVEN PILOTS
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E-learning

Multimedia Campaign

Year 1

Security
Awareness
Maturity 

Model
Assessment

(SAMMA) OSINT 

QR-
phishing

Callback
phishing

Tailored programs for target groups

The Cyber Games

Dilemma game for IT

Hands-on-
hardening

training

Hacker
mindset
training

Dilemma game

Cyber on Stage
Training Cybershows

Ambassador Program

Baseline
measurement

of safe
behavior

SmishingUSB-
dropping

Voice
phishing

Phish
Tales

workshop

SAFE Behavior Boost

Clean Space Race 

Password
crack

Password
workshops

Phishing Masters Program

Physical
social

engineering
Spot the

mole

Phishing Masters ProgramSpear
phishing

Business Email
Compromise

YOUR CUSTOM 
SAFETY 
PROGRAM

Measurement Year 2 Year 3

>> An example of  what a SAFE program might look like

Every organization is different. Your cybersecurity challenges, culture, and
target groups require a unique approach. Bureau Veritas Cybersecurity
combines all SAFE services into a multi-year program that aligns perfectly with
your needs and objectives. You will find an example below.

Instead of  separate training sessions and simulations, we create a coherent story. 

EXAMPLE SAFE PROGRAM

FROM STANDALONE INTERVENTIONS
TO AN INTEGRATED PROGRAM

F R O M  K N O W I N G  T O  D O I N G :  S E C U R I T Y  A W A R E N E S S  A N D  B E H A V I O R  P R O G R A M 14



 Increase your knowledge through accessible e-learning modulesTo support and make the SAFE program visible, we
develop custom materials such as posters, stickers,
narrowcasting, scoreboards, and short explainer
videos. We align with your corporate identity for
recognizable branding and collaborate with your
communications department.

Our communications go beyond sharing information.
We focus on behavioral change using psychological
techniques that truly mobilize your employees.

For De Rijksrederij (The Dutch Government Shipping
Company), for example, we created a custom cyber
guide.

4

SECURITY

ANCHORED ON
BOARD

Cybergids

On our ships, safety always comes first. The systems on board must
function properly and reliably, from engine controls to
communication equipment. Increasingly, these systems are
connected to the internet or other IT systems. This makes our work
easier, but also more vulnerable.

Welcome
Cyber ​​guide for ship crew
members

Security anchored on board

SECURITY

ANCHORED ON
BOARD

If our security is attacked, it can have
consequences for the safety of you
and your colleagues on board. Think
of systems suddenly failing, ship
delays, or even dangerous situations.
That is why it is so important that
information is always available:
systems must keep running, even if
something goes wrong. Additionally,
we want to prevent unauthorized
persons from gaining access to our
information or systems. 

Security has truly come to life
We are a large public organization where operations
come first. Thanks to your visible campaign,
colleagues are talking about security during lunch.
And I’m not just talking about Spot the Mol, which
was also a real success.”

What our customers say

Our Awareness e-learning was developed by
psychologists, educational experts, and cybersecurity
specialists. The modules are continuously updated
based on the latest tactics of  cybercriminals. Through
relatable situations, compelling examples, and
interactive exercises, employees learn exactly the
knowledge or skills that enable safe behavior. In
combination with our baseline assessment, e-learning
becomes a targeted intervention on the topics where
the gap between knowledge and behavior is widest.

“If knowledge is the behavioral barrier, 
then learning is the solution.”

Benefits of our e-learning:
An extensive library with modules on current
cybersecurity topics
Modules based on behavioral science
Measuring progress

GIVE YOUR CAMPAIGN 
A FACE

MULTIMEDIA CAMPAIGN E-LEARNING
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WHY CHOOSE BUREAU VERITAS

CONTACT US

Bureau Veritas Cybersecurity is your expert partner in cybersecurity. We help
organizations identify risks, strengthen defenses and comply with cybersecurity
standards and regulations. Our services cover people, processes and technology,
ranging from awareness training and social engineering to security advice, compliance
and penetration testing. 
  
We operate across IT, OT and IoT environments, supporting both digital systems and
connected products. With over 300 cybersecurity professionals worldwide, we combine
deep technical expertise with a global presence. Bureau Veritas Cybersecurity is part of
the Bureau Veritas Group, a global leader in testing, inspection and certification. 

Contact us today for more information on how we can help make your employees 
the strongest link in your cybersecurity.

cybersecurity@bureauveritas.com

cybersecurity.bureauveritas.com
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	“The collaboration with Bureau Veritas Cybersecurity was an important step in our pursuit of cybersecurity within our company, for our products, and for our customers.”
	Nicolas Lange, Member Executive Board - Knorr-Bremse


	MEASURE
	Behavioral baseline measurement


	MEASURE BEHAVIOR & PREDICTORS
	WHAT WE MEASURE
	THE 3 COMPONENTS OF OUR BASELINE MEASUREMENT
	PHISHING- SIMULATION
	QUESTIONNAIRE
	PHYSICAL SOCIAL ENGINEERING

	PHYSICAL SOCIAL ENGINEERING
	MEASURE
	Tailored programs for target groups


	CREATE  CUSTOM SOLUTIONS
	EVERY TARGET GROUP IS DIFFERENT
	GOAL SETTING
	BARRIER-ANALYSIS
	INTERVENTION

	INVESTIGATING BEHAVIOR FOR TARGETED, TAILORED SOLUTIONS
	WE INVESTIGATE WHAT HOLDS PEOPLE BACK SO THAT WE CAN SPECIFICALLY REMOVE BARRIERS WITH TAILORED SOLUTIONS.

	ENGAGE TARGET GROUP FOR SUPPORT
	EDUCATE
	INTERVENTION
	MOTIVATE
	FACILITATE
	OUR SERVICES ONLY BECOME YOUR SOLUTIONS ONCE WE KNOW YOUR PROBLEM.
	EXAMPLES FROM PRACTICE


	1 TARGET BEHAVIOR, 3 SOLUTIONS
	Practice shows that different organizations, even with the same goal, often require different interventions.
	To the side, you will find three short practical examples of organizations that all wanted their employees to report incidents faster and more frequently, but where the solution for safe behavior was different in each case.
	For a long time, cybersecurity felt like a distant issue to our crew. Generic e-learning did not align with the context of our ships. Thanks to our customized program with cybersecurity toolboxes, tailored to the reality of our vessels, cybersecurity is now truly alive on board.
	Herman Jeschke, Program Manager Nautical Cybersecurity -  De Rijksrederij (The Dutch Government Shipping Company)

	MEASURE
	Social engineering measurements


	MEASURE BEHAVIOR (AND NOT THE SCENARIO)
	WHY REALISTIC SCENARIOS  DO NOT NECESSARILY CHANGE BEHAVIOR
	HOW WE CORRECT FOR SCENARIO DIFFERENCE
	Social engineering poses your greatest cyber threat, and as CISO, you have therefore been conducting realistic 'tests' twice a year for years. Yet, your employees' clicking and reporting behavior remains unchanged. The cause? Perhaps you are asking your employees to do something for which they do not yet possess the right skills. This is comparable to presenting a complex math problem to a toddler.
	Although we can simulate very realistic attacks, we consider this primarily suitable for baseline and impact measurements and for mature organizations. Based on the results, we select follow-up steps for behavioral change. These steps are not one-off actions, but a continuous process.
	Average click-through rates for scenarios offer another advantage: benchmarking also provides the ability to correct for scenario differences. This becomes possible when two or more simulations have been performed with scenarios for which a benchmark is available. Our ‘net click reduction’ is one such scenario-corrected measure. This approach makes Bureau Veritas Cybersecurity a frontrunner in the field of phishing.

	WHY BENCHMARKING IS INTERESTING
	Based on hundreds of thousands of simulations, we have assigned a difficulty level to our phishing scenarios. This allows us to offer email phishing simulations that match the skill level of your employees.
	By using a scenario of the same difficulty level in a baseline and impact assessment, a conclusion regarding your resilience against phishing attacks can be drawn with greater reliability. We adapt our approach depending on your needs.
	SAFE INTERVENTION: SOCIAL ENGINEERING SOLUTIONS

	CHANGE
	Social engineering solutions


	FOCUS ON POSITIVE LEARNING EXPERIENCES
	OUR POSITIVE APPROACH: EDUCATE, TRAIN, PRACTICE
	Our approach to social engineering simulations is deliberately positive and constructive. We work according to the OTO framework: Educate, Train, Practice. Realistic scenarios are not a starting point, but an end point.
	Our carefully curated simulation series help employees strengthen their trust and behavior, while simultaneously preventing security fatigue. We focus on creating a secure reporting culture.  and steer clear of naming and shaming. In short, our simulations are not ‘tests’, but focus on successful learning experiences.
	EDUCATE We start by offering targeted knowledge during the education phase.
	PRACTICE Only when the foundation is in place and behavior has improved do we simulate more realistic exercises.

	SOCIAL ENGINEERING SERVICES
	USB baiting: investigate how your employees handle found USB sticks.
	QR phishing: investigate whether your employees are scanning unsafe QR codes.
	Call-back phishing: investigate your employees' resilience against sophisticated multi-stage attacks via multiple channels in a combination of email and voice phishing.
	Spear phishing: investigate the click behavior of your employees during highly targeted attacks against specific individuals with personalized information.
	Business Email Compromise (BEC): assess your organization's resilience to financial fraud and data breaches through a simulation of attacks in which executives are impersonated (CEO fraud).
	OSINT: investigate what public information OSINT specialists can uncover about your organization.
	Voice phishing (vishing): we simulate telephone social engineering attacks by calling your employees and obtaining confidential information such as passwords. To increase the impact and learning effect, we can record a video showing our social engineers in action, while the anonymity of your employees remains fully guaranteed.
	FROM KNOWING TO DOING: SECURITY AWARENESS AND BEHAVIOR PROGRAM


	CHANGE
	Ambassador Program


	SCALE YOUR  SECURITY CULTURE
	AMBASSADOR PROGRAM: ACHIEVE MAXIMUM IMPACT
	YOUR PROGRAM
	Cybershow & Cyber on Stage (train-the-trainer)


	GIVE CYBER A PLATFORM
	CYBER ON STAGE (TRAIN-THE-TRAINER)
	CYBERSHOW
	What our customers say about Cyber ​​on Stage
	“It was educational, enlightening, and positively confrontational.”
	“There was good dynamic between the trainers and a nice atmosphere.”
	“Before the training, I found presenting terrible; you have really made a change in that.”

	CHANGE
	Cybergames



	MAKE CYBER FUN WITH CYBER GAMES
	PREVENT SECURITY FATIGUE
	HOW DO CYBER ​​GAMES WORK?
	Sustainable behavioral change in the field of information security requires continuous attention, but in a way that keeps employees engaged rather than fatigued.
	Traditional training methods with dry content and repeated warnings often lead to security fatigue: employees disengage and the desired secure behavior fails to materialize.
	That is why we developed the Cyber ​​Games: an innovative gamification program that actively involves your employees in information security. The subject changes from ‘something that also needs to be done’ to an integral part of your organizational culture. Using game formats and proven behavioral change techniques, we make security fun, accessible, and effective.
	The Cyber ​​Games consist of a varied selection of 8 interactive games that can be used throughout the year. Employees earn points by actively participating in various games: from approaching strangers to reporting incidents. These points are centrally recorded on a leaderboard that is communicated periodically. In addition to prizes, employees also earn recognition, which strengthens motivation and the competitive element.
	The result is not a one-off training, but an ongoing, positive, and social part of your employees' workday. They develop not only knowledge but, above all, lasting, safe habits through repeated experiences of success and positive reinforcement.

	GAMES IN THE SPOTLIGHT
	SPOT THE MOLE
	We are announcing a physical intruder via a campaign. Spot, speak up, check, and win to win!

	CONFIDENTIAL CATCH
	By strategically placing fake confidential information, employees are challenged to remain alert. Whoever encounters this information and acts correctly by reporting it wins.


	CHANGE
	SAFE Behavior Boost


	BOOST  BEHAVIOR
	PROVEN PILOTS
	CONCRETE RESULT
	Over the past few years, we have identified the four behaviors that pose the greatest risk at various organizations and have developed targeted interventions to address them. These are based on thorough pilots and continuous further development.
	In the SAFE Behavior Boost, we therefore bundle our four most effective interventions for a boost, not a sprint, in behavior.
	For each behavior, we conduct both a baseline measurement and a final measurement. We do not measure self-reporting, but hard behavioral data. This allows us to achieve measurable results in the short term. We explain the interventions in the table below.

	SAFE BEHAVIOR BOOST

	YOUR CUSTOM  SAFETY  PROGRAM
	FROM STANDALONE INTERVENTIONS TO AN INTEGRATED PROGRAM
	Every organization is different. Your cybersecurity challenges, culture, and target groups require a unique approach. Bureau Veritas Cybersecurity combines all SAFE services into a multi-year program that aligns perfectly with your needs and objectives. You will find an example below.
	Instead of separate training sessions and simulations, we create a coherent story.

	EXAMPLE SAFE PROGRAM
	Measurement
	Security Awareness Maturity  Model Assessment (SAMMA)
	Baseline measurement of safe behavior
	Year 2
	Year 3
	Year 1
	USB-dropping
	QR- phishing
	Hacker mindset training

	E-learning
	Multimedia Campaign
	Voice phishing
	Spear phishing
	Smishing
	Callback phishing
	Phishing Masters Program

	SAFE Behavior Boost
	Physical social engineering
	Spot the mole
	Clean Space Race
	Phishing Masters Program

	The Cyber Games
	OSINT
	Business Email Compromise
	Hands-on-hardening training
	Phish Tales workshop
	Cybershows
	Cyber on Stage Training
	Dilemma game
	Dilemma game for IT


	Ambassador Program
	Tailored programs for target groups
	>> An example of what a SAFE program might look like
	FROM KNOWING TO DOING: SECURITY AWARENESS AND BEHAVIOR PROGRAM




	GIVE YOUR CAMPAIGN  A FACE
	E-LEARNING
	“If knowledge is the behavioral barrier,  then learning is the solution.”
	Benefits of our e-learning:


	MULTIMEDIA CAMPAIGN
	Cybergids
	SECURITY
	We are a large public organization where operations come first. Thanks to your visible campaign, colleagues are talking about security during lunch. And I’m not just talking about Spot the Mol, which was also a real success.”
	What our customers say
	Security has truly come to life


	WHY CHOOSE BUREAU VERITAS
	Bureau Veritas Cybersecurity is your expert partner in cybersecurity. We help organizations identify risks, strengthen defenses and comply with cybersecurity standards and regulations. Our services cover people, processes and technology, ranging from awareness training and social engineering to security advice, compliance and penetration testing.   
	We operate across IT, OT and IoT environments, supporting both digital systems and connected products. With over 300 cybersecurity professionals worldwide, we combine deep technical expertise with a global presence. Bureau Veritas Cybersecurity is part of the Bureau Veritas Group, a global leader in testing, inspection and certification.

	CONTACT US
	Contact us today for more information on how we can help make your employees  the strongest link in your cybersecurity.
	cybersecurity@bureauveritas.com
	cybersecurity.bureauveritas.com


