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/ \" The mandatory reporting requirements cover all
d European Union member states where the product
@ has been made available for sale.”

< David Backovsky

Domain Lead | Bureau Veritas Cybersecurity

¥
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1. WHAT IS SRP AND WHY DO WE NEED IT?

The Cyber Resilience Act mandates

manufacturers of products with digital elements to z
report actively exploited vulnerabilities and severe @
security incidents through the CRA Single

Reporting Platform (SRP). These requirements KEY MILESTONE

are specified in Articles 14 and 16 of the CRA and .‘.’.'.-.;'_:.

take effect on 11 September 2026.
The SRP will be fully operational by

This unified reporting mechanism brings 11 September 2026, enabling
transparency to the vulnerability disclosure manufacturers to submit reports
processes and strengthens how EU CSIRTs can through a single EU-wide platform
mitigate risks stemming from vulnerabilities. instead of multiple national authorities.




Khushmit Kaur

When the Single Reporting Platform launches in
September 2026, it will not only streamline multi-country
compliance reporting but also expose the gap between
manufacturers that have vulnerability management
processes and manufacturers that actually practice it.”

Senior Certifications Specialist Bureau Veritas Cybersecurity

02. WHAT MUST BE REPORTED?

The Cyber Resilience Act mandates manufacturers of
products with digital elements to report actively
exploited vulnerabilities and severe security incidents
through the CRA Single Reporting Platform (SRP).
These requirements are specified in Articles 14 and 16
of the CRA and take effect on 11 September 2026.

This unified reporting mechanism brings transparency
to the vulnerability disclosure processes and
strengthens how EU CSIRTs can mitigate risks
stemming from vulnerabilities.

21 months
Entered into force e Vv

e

\ﬁ a a a

Full compliance

4l Mandatory for new products with

digital elements sold in EU

10 December 2024
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Alert authorities upon discovery; indicate affected Member
Early Warning Within 24 hours States where product is available; specify if incident
suspected to be caused by unlawful/malicious acts

General information about product; nature of
exploit/vulnerability or incident; corrective/mitigating
measures taken and available to users; sensitivity
classification of information

Notification Within 72 hours

Final Report Vulnerability description with severity and impact;
(Actively exploited Within 14 days information on malicious actors exploiting it; details of
Vulnerabilities) security updates or corrective measures

Detailed incident description with severity and impact;
Within 1 month threat type or root cause; applied and ongoing mitigation
measures

Final Report (Severe
security Incidents)

03. KEY PROCESS STEPS

@ Day 1: Sound the Alarm | Within 24 Hours
The moment you discover a vulnerability or incident; authorities must be notified. No delays,
no exceptions. This initial alert sets everything in motion.

Day 3: Provide Details | Within 72 Hours
Submit general information and your initial assessment. Include what happened, preliminary
impact analysis, and affected products. Regulators need the full picture to assess the threat.

Day 14: Vulnerabilities Resolved | Within 14 Days
For vulnerabilities, submit your final report once a corrective measure is available; typically,
a security patch, firmware update, or workaround. You can't close this stage until the fix
exists.

) Day 30: Final Report | Within 1 Month

For severe incidents, you have 30 days to submit a comprehensive final report with
complete analysis, root cause, and preventive measures.
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4. HOW DOES THE REPORTING PROCESS WORK 2

CSIRT COORDINATOR & ENISA

The report goes to the designated CSIRT (computer security
incident response team) coordinator and simultaneously to ENISA
(European Union Agency for Cybersecurity).

ALL OTHER CSIRTS

The receiving CSIRT immediately shares the notification with all
other CSIRTs across territories where the product is available,
enabling coordinated EU-wide response.

EXCEPTIONS

CSIRTs may delay sharing under justified cybersecurity grounds:
active exploitation in only one Member State, compromised national
security interests, or imminent high-risk vulnerabilities that could
spread through further dissemination.

In these exceptional cases, ENISA may not receive the complete
72-hour notification but resumes when circumstances permit. The
CRA balances speed with security: report once, reach everyone,

with built-in flexibility for genuine emergencies.

5. ROLES AND RESPONSIBILITY

Manufacturers submit timely notifications and comply with all
CRA obligations through the Single Reporting Platform.

ENISA manages platform operations, processes vulnerability
reports, operates the helpdesk, and discloses fixed vulnerabilities
to relevant stakeholders.

CSIRTs (Coordinators) receive and assess reports, decide on
dissemination delays when justified, inform authorities and the
public, and provide helpdesk support to reporters.

European Commission adopts delegated and implementing
acts, evaluates platform effectiveness, and supports enforcement
coordination across Member States.

Market Surveillance Authorities receive vulnerability
information and enforce compliance with CRA requirements.

Your designated CSIRT is
your Member State's National
CSIRT coordinator (EU) or
your authorised
representative's Member
State CSIRT coordinator
(non-EU).

ENISA establishes and
operates the CRA SRP with
industry-leading technical
and organizational security
measures to protect all
submitted vulnerability
information.
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6. IMPLEMENTATION CHECKLIST FOR MANUFACTURERS

[]

[]

Identify designated CSIRT coordinator for your organization

(EU or Non-EU representative)

Establish internal processes to detect and classify vulnerabilities and incidents

Create incident response procedures aligned with SRP timelines
(24h, 72h, 14d, 30d)

Train security teams on SRP submission requirements and processes

Implement monitoring systems to identify actively exploited vulnerabilities

Develop patch and corrective measure protocols

Document evidence collection procedures for exploitation confirmation

Test SRP submission workflows before September 11, 2026

Establish communication protocols with designated CSIRT coordinator

Review exception criteria and escalation procedures

Conduct staff training and awareness sessions

Non-compliance Consequences: Failure to meet reporting timelines may result in
enforcement action and penalties assessed by Market Surveillance Authorities.
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7. HOW CAN WE HELP YOU?

CRA SRP IMPLEMENTATION SUPPORT

Bureau Veritas supports your CRA Single Reporting Platform readiness through vulnerability
handling, incident management, and reporting obligations guidance; including CSIRT
coordination, vulnerability detection and classification processes, incident response
procedures, security team training, and gap assessment to meet the September 11, 2026
deadline.

CRA TRAINING

What does the CRA mean for your organization? Our experts deliver targeted training on CRA
requirements, regulatory obligations, and conformity assessments specific to your organization
and product category, enabling your teams to master this complex cybersecurity framework.

GAP ASSESSMENT AND CERTIFICATIONS

How do you determine which measures you need to implement to reach CRA compliance? We
conducts comprehensive gap assessments to identify the specific measures needed for CRA
compliance, leveraging our expertise in IEC 62443, ISO 27001/2, and EUCC to map how these
frameworks align with CRA requirements and highlight implementation priorities.

WHY CHOOSE BUREAU VERITAS

Bureau Veritas Cybersecurity is your expert partner in cybersecurity. We help organizations
identify risks, strengthen defenses and comply with cybersecurity standards and regulations.
Our services cover people, processes and technology, ranging from awareness training and
social engineering to security advice, compliance and penetration testing.

We operate across IT, OT and loT environments, supporting both digital systems and
connected products. With over 300 cybersecurity professionals worldwide, we combine deep
technical expertise with a global presence. Bureau Veritas Cybersecurity is part of the Bureau
Veritas Group, a global leader in testing, inspection and certification.

CONTACT US

Contact us today for more information on how we can help your organization
with CRA certification.

& cybersecurityservices@bureauveritas.com

@ cybersecurity.bureauveritas.com
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