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BRIDGING
RED 3.3 TO CRA
COMPLIANCE

HOW TO NAVIGATE THE CRA

1. TIMELINE & IMPACT

The European Union's cybersecurity regulatory
landscape is undergoing significant transformation,
moving from sector-specific requirements to horizontal,
lifecycle-focused obligations. The Radio Equipment
Directive (RED 3.3) 2014/53/EU, supplemented by
Delegated Regulation (EU) 2022/30 (Article 3.3),
introduced cybersecurity requirements for radio
equipment. The Cyber Resilience Act (CRA) 2024/2847
now establishes comprehensive horizontal cybersecurity
requirements applicable across all products with digital
elements.

For manufacturers currently compliant with RED 3.3,
understanding the transition pathway to CRA conformity
is essential. Until 11 June 2028 manufacturers may use
RED 3.3 approval as evidence for compliance under the
CRA, for cybersecurity risks already covered by RED
3.3. However, manufacturers must still conduct a
cybersecurity risk assessment under the CRA and
address any additional risks not covered by RED 3.3,
remaining fully responsible for gaps in compliance.

This whitepaper examines the compliance bridge
between RED 3.3 and CRA, identifying critical gaps
between EN 18031 and ETSI EN 303 645 versus CRA
requirements.

®

®

®

EXECUTIVE SUMMARY

Manufacturers that already
invested in RED 3.3 compliance
can reuse part of that work for CRA
readiness, but RED compliance is
not enough.

CRA introduces broader lifecycle
obligations, including vulnerability

handling, SBOM, security updates,
incident reporting, and post-market
security maintenance.

RED 3.3 Applicable

RED 3.3 Article 3.3(d), (e), and (f)
applicable for radio equipment categories
including smartphones, tablets, wearables,
and other connected consumer devices.

11 September 2026

CRA Reporting Obligations

Manufacturers of products falling within
CRA scope must report actively exploited
vulnerabilities and severe security
incidents.

11 December 2027

CRA Fully Applicable

All products with digital elements placed
on the EU market must demonstrate
conformity to CRA and affix CE marking.
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2. GAPS BETWEEN EN 18031 AND CRA

The standards EN 18031-1, EN 18031-2 and EN 18031-3 are developed to
support RED 3.3 cybersecurity compliance, translating the essential requirements
of Articles 3(3)(d), (e), and (f) into testable technical specifications. While EN
18031 provides robust coverage for network security, personal data protection,
and fraud prevention in radio equipment, the CRA's essential requirements
represent a significantly broader cybersecurity framework. Summary of the most
important gaps between EN 18031 and CRA:

. Risk Assessment: Documented risk assessment throughout the product
lifecycle to inform design decisions is the cornerstone of the CRA's risk-based
approach. CRA Atrticle 13 obligations cannot be delegated, transferred, or
contractually reassigned. Manufacturers retain full accountability for
cybersecurity throughout the product lifecycle.

. Vulnerability Management: Coordinated disclosure policy. Vulnerability
handling processes including: identifying vulnerabilities in the product,
documenting, addressing and remediating vulnerabilities.

. Remote Data Processing Solutions (RDPS): The CRA treats RDPS as part
of the product itself, not as a separate external service, as EN 18031 does. If
the absence of this data processing prevents the product from performing one
of its functions, then the RDPS falls within the scope of the product. This
means the RDPS must also comply with the CRA cybersecurity requirements
and vulnerabilities and incidents trigger reporting obligations.

. Data Minimization: CRA mandates that products process only data adequate,

relevant, and limited to their intended purpose. While EN 18031 addresses
data protection, it does not explicitly incorporate privacy-by-design
minimization requirements.

. SBOM Capability: Enabling supply chain transparency and vulnerability
tracking.

. Security Updates: Security updates should be delivered free of charge,
without delay and kept separate from functional updates.

. Exploit Mitigation Mechanisms: By designing products with appropriate
exploitation mitigation mechanisms and techniques the impact of an incident
can be reduced.

. Data Portability: Capability to transfer data securely across
products/systems.

. Regular Testing: Apply effective and regular tests and reviews of the security

of the product. Testing can help to identify vulnerabilities and can validate that
updates and patches resolve vulnerabilities without introducing new issues.
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3. GAPS BETWEEN ETSI EN 303 645 & CRA

ETSI EN 303 645 "Cyber Security for Consumer Internet of Things" has
emerged as a baseline for loT security. Its consumer-focused approach and
practical implementation guidance have made it widely adopted. The CRA's
essential requirements demonstrate substantial alignment with ETSI EN 303
645 principles, reflecting the standard's influence on EU cybersecurity policy
development. However, gaps remain:

. Risk Assessment: Documented risk assessment throughout the product
lifecycle to inform design decisions is the cornerstone of the CRA's risk-
based approach. CRA Atrticle 13 obligations cannot be delegated,
transferred, or contractually reassigned. Manufacturers retain full
accountability for cybersecurity throughout the product lifecycle.

. Logging & Monitoring Capabilities: ETSI EN 303 645 does not explicitly
require logging and monitoring capabilities, nor does it mandate user opt-
out mechanisms for data collection.

. Data Confidentiality & Integrity: Data confidentiality and integrity across
all data types, including personal data, in storage and transit, with explicit
alignment to GDPR principles.

. Data Minimization: More stringent obligation than ETSI EN 303 645,
demanding explicit justification for all data processing activities.

. SBOM Capability: Enabling supply chain transparency and vulnerability
tracking.

. Security Updates: Security updates should be delivered free of charge
and kept separate from functional updates.

. Denial of Service (DoS) mitigation controls: Minimize the impact of a
DoS on the product and connected devices. Protect the availability of all
essential functions of a product, also after an incident.

. Data Portability: Capability to transfer data securely across
products/systems.

. Regular Testing: Apply effective and regular tests and reviews of the
security of the product. Testing can help to identify vulnerabilities and can
validate that updates and patches resolve vulnerabilities without
introducing new issues.

BRIDGING RED 3.3 TO CRA COMPLIANCE
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4. PRACTICAL RECOMMENDATIONS

To successfully transition from RED 3.3 to CRA compliance, manufacturers should consider the
following practical recommendations:

. Conformity Assessment Strategy: Select the right assessment pathway based on product portfolio.
Determine early whether your products can rely on self-assessment or whether third-party conformity
assessment will be required. A well-defined strategy helps avoid delays and supports efficient market
access.

o Self-Assessment (Module A)
= Default products with digital elements can conduct a self-assessment. Important Class |
products need to apply the harmonized standards, if they want to self-assess. Self-
assessment means lower cost and faster time-to-market.

o Third-Party Assessment (Modules B+C or H)

= Modules B+C (Process & Production Review): Required for Important Class Il and Important
Class | products without full harmonized standard coverage. A notified body examines
technical design, development, vulnerability handling, and that the production delivers
products that match the approved type.

= Module H (Quality System Certification): Recommended for manufacturers with multiple
product types in Important Class Il and above. A notified body certifies your entire quality
management system once, eliminating the need for individual product assessments. More
efficient and cost-effective at scale.

o EU Certification
= Critical products require EU certification. EUCC certification contributes to CRA compliance
and grants presumption of conformity.

Module B and Module C or
Module H

Module B and Module C or EU scheme, at least at Module B and Module C or Module B and Module C or
Module H (possible) “substantial” Module H Module H
Application of harmonized EU scheme, at least at

Application of a
Self-assessment standard or third-party
assessment

Default Important Class | Important Class Il

Figure 1: Conformity assessment strategies

Third-party Mandatory EU
assessment certification
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Perform a Gap Analysis: Assess how your current implementation of EN 18031 and ETSI EN 303
645 aligns with the CRA's Essential Cybersecurity Requirements and identify where additional
controls or evidence are needed.

Leverage Existing Risk Assessment Experience: Your RED 3.3 compliance work is not wasted,
the CRA's risk-based approach builds on similar principles. Use this foundation to accelerate your
transition.

Incident Reporting & Vulnerability Management: Prepare for mandatory reporting obligations
(effective 11 September 2026)

o Develop processes to identify and report actively exploited vulnerabilities and severe security
incidents through the appropriate ENISA/CSIRT reporting channels within the required
timeframes, including the 24-hour early warning and 72-hour notification obligations.

o EN 18031 does not address vulnerability handling and ETSI EN 303 645 covers it only partially.

Implement a Coordinated Vulnerability Disclosure (CVD) Program:
o Create a vulnerability disclosure policy, define a reporting process and document vulnerability
response procedures.
o Provide a clearly identifiable point of contact so researchers and customers can report
vulnerabilities responsibly.

Prepare Software Bill of Materials (SBOM) Capabilities: Ensure you can generate and maintain
machine-readable SBOMs that accurately capture software components, dependencies, and version
information.

Support Period & Lifecycle Communication: Establish a documented approach for determining
support periods based on product characteristics, expected service life, customer expectations, and
applicable Union law requirements. Communicate the support period clearly at the time of purchase.
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5. WHY CHOOSE BUREAU VERITAS

Preparing for the Cyber Resilience Act is not simply a compliance exercise. It requires
aligning product security, engineering, governance, and regulatory requirements
throughout the product lifecycle. Starting early allows organizations to address gaps before
they become obstacles to product launches or market access.

Bureau Veritas Cybersecurity supports manufacturers throughout this journey, from CRA
readiness assessments and gap analyses to secure development practices, product
testing, conformity assessment, and certification. Whether you are transitioning from RED,
preparing new products for the European market, or defining your long-term compliance
strategy, our experts can help you navigate the requirements with confidence.

CONTACT US

Contact Bureau Veritas to discuss your CRA readiness and develop a
practical roadmap toward compliance.

g cybersecurity@bureauveritas.com

@ cybersecurity.bureauveritas.com

BRIDGING RED 3.3 TO CRA COMPLIANCE 8
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APPENDIX A. MAPPING CRA TO EN 18031

This appendix provides a detailed cross-reference mapping between CRA essential requirements and
corresponding EN 18031 controls. It identifies areas of alignment and gaps requiring additional implementation.*

SECURITY REQUIREMENTS RELATING TO PROPERTIES OF PRODUCTS WITH
DIGITAL ELEMENTS

Cyber Resilience Act EN 18031-1/2/3 Overall coverage and possible gaps
Products with digital elements shall be Risk assessment constitutes a core component of

1 designed, developed, and produced in such a Annex A.2.2 (Risk the RED 3.3 methodology; however, the CRA
way that they ensure an appropriate level of Assessment) mandates its execution throughout the entire
cybersecurity based on the risks development lifecycle.

On the basis of the cybersecurity risk
2 assessment and where applicable, products
with digital elements shall:

a Demade available on the market without any GEC-1 CRA Annex | Part | (a) can be fulfilled by EN 18031.
known exploitable vulnerabilities

be made available on the market with a secure

] . . GEC-2 EN 18031 covers default passwords. The CRA
by default configuration, unless otherwise N " .
) GEC-3 broader "secure by default" mandate includes
agreed between manufacturer and business . L .
b ) ) ] ) GEC-5 services and permissions beyond just
user in relation to a tailor-made product with L . oo
digital elements. including the possibility o reset AUM-5-1 authentication. Including the possibility to reset the
9 ’ 9 P y DLM-1 product to its original state.

the product to its original state

ensure that vulnerabilities can be addressed
through security updates, including, where
applicable, through automatic security updates

EN 18031 incorporates security update

) - ) SUM-1 requirements. However, CRA has more specific
that are installed within an appropriate SUM-2 requirements on this topic. This results in gaps
¢ timeframe enabled as a default seting, with a SUM-3 regarding automatic update installation timelines,
clear and easy-to-use opt-out mechanism, user opt-out, deferral mechanisms, and update
through notification of available updates to notifications.
users, and the option to temporarily postpone
them
ACM-2
) ) AUM-1-1
ensure protection from unauthorized access by - py.1.2 EN 18031 establishes requirements for access
appropriate control mechanisms, including but AUM-2 control and authentication management. CRA
d not limited to authentication, identity or access AUM-3 extends thess requirements 1o include reporting
management systems, and report on possible AUM-4 mechanisms for unauthorized access attempts.
unauthorized access AUM-5-1
AUM-5-2
AUM-6
SSM-1
protect the confidentiality of stored, transmitted SSM-3
or otherwise processed data, personal or other, SCM-1

e such as by encrypting relevant data at rest or in SOM-3 CRA Annex | Part | (e) can be fulfilled by EN 18031.

transit by state-of-the-art mechanisms, and by CCK-1
using other technical means CCK-2
CCK-3

* Disclaimer: this mapping between CRA and EN 18031 is based on our experience in RED 3.3 assessments. It is not official
guidance from the European Commission and should be considered an indicative estimate only. EN 18031 provides strong
partial coverage for this CRA requirement, but manufacturers should verify remaining CRA-specific lifecycle and documentation
obligations.
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protect the integrity of stored, transmitted or
otherwise processed data, personal or other,
commands, programs and configuration
against any manipulation or modification not
authorized by the user, and report on
corruptions

process only data, personal or other, that are
adequate, relevant and limited to what is
necessary in relation to the intended purpose
of the product with digital elements
(‘minimization of data’)

protect the availability of essential and basic
functions, also after an incident, including the
resilience and mitigation measures against of
denial-of-service attacks

minimize the negative impact by the products
themselves or connected devices on the
availability of services provided by other
devices or networks

be designed, developed and produced to limit
attack surfaces, including external interfaces

be designed, developed and produced to
reduce the impact of an incident using
appropriate exploitation mitigation
mechanisms and techniques

provide security related information by
recording and monitoring relevant internal
activity, including the access to or modification
of data, services or functions, with an opt-out
mechanism for the user

provide the possibility for users to securely

and easily remove on a permanent basis all
data and settings and, where such data can
be transferred to other products or systems,
ensure that this is done in a secure manner

SSM-1
SSM-2
SCM-1
SCM-2
SCM-4
CCK-1
CCK-2
CCK-3

EN 18031-1 only:

CRY-1

EN 18031-2 only:

CRY-2

EN 18031-3 only:

CRY-3
GEC-8

EN 18031-1 only:

RLM-1

EN 18031-1 only:

RLM-1
TCM-1
NMM-1

EN 18031-3 only:

GEC-8

GEC-2
GEC-3
GEC-4
GEC-5

EN 18031-1 only:

NMM-1

TCM-1

EN 18031-2 & 3
only:

LGM-1

LGM-2

LGM-3

LGM-4

EN 18031-2 only:

DLM-1

EN 18031 provides coverage for secure data
storage, encryption in transit, and boot integrity
validation (GEC-8). Additionally, reporting on
possible unauthorized access and corruption of
integrity is also part of CRA.

EN 18031 does not contain a requirement for data
minimization policy.

EN 18031 RLM-1 requires DoS mitigation on logical
interfaces. To meet this CRA requirement, essential
and basic product functions also need to be defined.

Monitoring for DoS indicators (NMM-1) supports the
availability of services, however CRA requires
broader network citizenship.

External impact limitation and prevention of attack
propagation is missing.

EN 18031 is directly aligned with this CRA
requirement. By GEC-2 “Limit service exposure” and
GEC-5 “No unnecessary external interfaces”.

EN 18031 does not mandate exploit mitigation
mechanisms. Implementation examples include
ASLR or stack protection.

EN 18031 contains requirements about logging,
however they are not applicable for all product
categories. CRA requires recording and monitoring
of security relevant activities (access and
modification of data, services or functions).
Additionally, there should be an opt-out monitoring
mechanism for users.

Capability to securely transfer (confidentiality and
integrity) data and settings to other products and
services is not part of EN 18031.
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VULNERABILITY HANDLING REQUIREMENTS

EN 18031-
1/2/3

Cyber Resilience Act

Overall coverage and possible gaps

Manufacturers of the products with digital
elements shall:

identify and document vulnerabilities and
components contained in the products with digital
elements, including by drawing up a software bill of
materials in a commonly used and machine-readable
format covering at the very least the top-level
dependencies of the products

in relation to the risks posed to the products with
digital elements, address and remediate
vulnerabilities without delay, including by providing
security updates, where technically feasible, new
security updates shall be provided separately from
functionality updates

apply effective and regular tests and reviews of the
security of the product with digital elements

once a security update has been made available,
share and publicly disclose information about fixed
vulnerabilities, including a description of the
vulnerabilities, information allowing users to identify
the product with digital elements affected, the
impacts of the vulnerabilities, their severity and clear
and accessible information helping users to -
remediate the vulnerabilities; in duly justified cases,
where manufacturers consider the security risks of
publication to outweigh the security benefits, they
may delay making public information regarding a
fixed vulnerability until after users have been given
the possibility to apply the relevant patch

put in place and enforce a policy on coordinated
vulnerability disclosure

take measures to facilitate the sharing of information
about potential vulnerabilities in their product with
digital elements as well as in third party components
contained in that product, including by providing a
contact address for the reporting of the vulnerabilities
discovered in the product with digital elements

provide for mechanisms to securely distribute

updates for products with digital elements to ensure gﬂm:;

that vulnerabilities are fixed or mitigated in a timely SUM-3
manner and, where applicable for security updates,

in an automatic manner

ensure that, where security updates are available to

address identified security issues, they are

disseminated without delay and, unless otherwise EN 18031-2

agreed between a manufacturer and a business user only:
in relation to a tailor-made product with digital UNM-1
elements, free of charge, accompanied by advisory

messages providing users with the relevant

information, including on potential action to be taken

EN 18031 does not contain requirements about
vulnerability handling. CRA requires to; 1) Create a
SBOM in a machine-readable format. 2) Identifying
and documenting vulnerabilities in the product.

EN 18031 does not contain requirements about
vulnerability handling. CRA requires to; 1) Address
and remediate vulnerabilities. 2) Provide new security
updates without delay. 3) Separate security updates
from functional updates.

To prepare for RED 3.3, testing and review must be
performed, however incorporating this into the product
lifecycle is not part of EN 18031. CRA requires that
testing and review of the security of the product is
performed regularly.

CRA requires the public disclosure of information
about fixed vulnerabilities, which is not part of EN
18031.

CRA requires creating a policy about coordinated
vulnerability disclosure, which is not part of EN 18031.

EN 18031 does not contain requirements about
vulnerability handling. CRA requires to; 1) Share a
contact address for vulnerability reporting. 2) Facilitate
sharing of information about vulnerabilities.

EN 18031 SUM contains requirements about secure
and automated updates. CRA adds to this that
vulnerabilities should be fixed or mitigated in a timely
manner.

EN 18031-2 UNM requires a user notification
mechanism to share information about updates
affecting the protection or privacy of personal
information.

CRA generalizes this, not only privacy related issues
should have notifications, but all security updates
should contain an advisory message, with relevant
information and actions to be taken.

In addition to this security updates should be free of
charge and disseminated without delay.




APPENDIX B. MAPPING CRA TO ETSI EN 303 645

This appendix provides a detailed cross-reference mapping between CRA essential requirements and
corresponding ETSI EN 303 645 controls. It identifies areas of alignment and gaps requiring additional
implementation.*

SECURITY REQUIREMENTS RELATING TO PROPERTIES OF PRODUCTS WITH
DIGITAL ELEMENTS

Cyber Resilience Act ETSI 303 645 | Overall coverage and possible gaps

5.3-1 5.6-6

5.3-2 5.6-7 CRA mandates a risk-based process and ETSI
Products with digital elements shall be designed, = 54-1  5.6-8  mandates security properties. ETSI specifies
developed, and produced in such a way that they =~ 9.5-1 5.6-9  technical security properties (authentication,

1 ensure an appropriate level of cybersecurity 5.6-1 5.7-1 cryptography, integrity, resilience) but does not
based on the risks 5.6-2 5.9-1 require documented risk assessments driving
5.6-3 5.9-2 design/development/production decisions.
564 593
5.6-5  5.13-1
On the basis of the cybersecurity risk
2 assessment and where applicable, products with - -
digital elements shall:
5.2-1
5.2-2
5.2-3
5.3-1 ETSI provisions address multiple vulnerability
5.3-2 classes (credentials, updates, input validation, attack
be made available on the market without any 22_; surface,_crypto) and provide strong remediation
a known exploitable vulnerabilities 5-3_9 mechanisms. However, ETSI does not mandate a

pre-market vulnerability assessment or verification
5.3-10 process to confirm "no known exploitable

5.6-6 vulnerabilities" exist at placement.
5.6-7
5.6-8
5.6-9
5.71
ETSI addresses secure default configuration: no
default passwords (5.1-1), minimal attack surface
51-1 5.6-1 O :
be made available on the market with a secure 512 562 (5.3-6), secure communications (5.1-5), encryption
by default configuration, unless otherwise agreed  51.3 56.5 by default (5.6-1, 5.6-2), strong crypto (5.6-5-5.6-7).
b between manufacturer and business user in 51-4 56-6 .CRA.m.andates the POSSIbIhty to reset the .p.roduct to
relation to a tailormade product with digital 51-5 5.6-7 its or.lglna.l state,.v.vhlle ETSI does not expllc.:lt.ly
. . oo require this. Additionally, ETSI has no provision for
elements, including the possibility to reset the 53-6 5.12-1 . . .
. . tailor-made product exceptions (business user
product to its original state 55-4 5.12-2 agreements)
555 5123 o0 '

* Disclaimer: this mapping between CRA and ETSI EN 303 645 is based on our experience in ETSI EN 303 645 assessments.
It is not official guidance from the European Commission and should be considered an indicative estimate only. ETSI EN 303
645 provides relevant baseline coverage, but additional CRA-specific controls and documentation are required.
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ensure that vulnerabilities can be addressed
through security updates, including, where
applicable, through automatic security updates
that are installed within an appropriate timeframe
enabled as a default setting, with a clear and
easy-to-use opt-out mechanism, through
notification of available updates to users, and the
option to temporarily postpone them

ensure protection from unauthorized access by
appropriate control mechanisms, including but not
limited to authentication, identity or access
management systems, and report on possible
unauthorized access

protect the confidentiality of stored, transmitted or
otherwise processed data, personal or other,
such as by encrypting relevant data at rest or in
transit by state-of-the-art mechanisms, and by
using other technical means

protect the integrity of stored, transmitted or
otherwise processed data, personal or
other, commands, programs and
configuration against any manipulation or
maodification not authorized by the user, and
report on corruptions

process only data, personal or other, that are
adequate, relevant, and limited to what is
necessary in relation to the intended purpose of
the product with digital elements (‘minimization of
data’)

5.3-1
5.3-2
5.3-3
5.34
5.3-5
5.3-6
5.3-13
5.3-14
5.3-15

5.1-1
5.1-2
5.1-3
5.1-4
5.1-5
5.4-3
5.4-4
5.5-1
5.5-4
5.5-5
5.5-6
5.5-7
5.5-8
5.6-1
5.6-2
5.6-3
5.6-5
5.6-6
5.6-7
5.6-8
5.7-1
5.7-2

5.4-1
5.5-6
5.5-7
5.5-8
5.8-1
5.8-2

5.3-7
5.3-9
5.3-10
5.4-4
5.5-1
5.7-2
5.13-1

5.10-1
6-1
6-4
6-5

ETSI EN 303 645 provides relevant baseline coverage,
but additional CRA-specific controls and documentation
are required.

ETSI provides strong authentication primitives (5.1-1,
5.1-2, 5.1-3) and basic logging (5.5-1) but does not
constitute comprehensive "identity or access
management systems" per CRA requirement.
Manufacturer must supplement ETSI with authorization,
identity lifecycle, session management, and enhanced
reporting controls, documented in risk assessment
(Article 13(3)) and technical files (Annex VII). CRA
requires ETSI + supplementary IAM measures tailored
to product risk profile.

ETSI requires encryption for critical security
parameters, however CRA is broader and requires
confidentiality measures for storage and communication
of both critical and personal data. Confidentiality
measures should be documented in technical files
(Annex VII) and informed by cybersecurity risk
assessment. For products processing personal data,
GDPR Article 32 compliance is mandatory and should
be demonstrated alongside CRA compliance.

ETSI requires integrity verification in the context of
software updates, however CRA is broader.
Manufacturers must demonstrate integrity protection
across all data lifecycle phases (storage, transmission,
processing) and all asset types (data, commands,
programs, configurations), with user authorization
verification and actionable corruption reporting. Integrity
controls should also be documented in the risk
assessment (Article 13(3)) and technical files (Annex
VII).

ETSI encourages limiting telemetry and data
transparency. However, it does not have a full data-
minimization framework like GDPR.

BRIDGING RED 3.3 TO CRA COMPLIANCE 13




protect the availability of essential and basic
functions, also after an incident, including the
resilience and mitigation measures against of
denial-of-service attacks

minimize the negative impact by the products
themselves or connected devices on the
availability of services provided by other devices
or networks

be designed, developed, and produced to limit
attack surfaces, including external interfaces

be designed, developed, and produced to reduce
the impact of an incident using appropriate
exploitation mitigation mechanisms and
techniques

provide security related information by recording

and monitoring relevant internal activity, including
the access to or modification of data, services, or
functions, with an opt-out mechanism for the user

provide the possibility for users to securely and
easily remove on a permanent basis all data and
settings and, where such data can be transferred
to other products or systems, ensure that this is
done in a secure manner

5.1-5
5.3-12
5.6-1
5.6-2
5.6-3
5.7-2
5.9-1
5.9-2
5.9-3

5.6-1
5.6-2
5.6-3
5.9-3

5.5-4
5.5-5
5.6-1
5.6-2
5.6-3
5.6-4
5.6-5
5.6-6
5.6-9
5.7-1
5.13-1

5.4-2
5.4-3
5.4-4
5.5-1
5.6-7
5.6-8
5.71
5.7-2
5.9-1
5.9-2
5.9-3

5.10-1

5.11-1
5.11-2
5.11-3
5.11-4
6-3

ETSI provides resilience to outages and some attack
resilience, but for CRA the manufacturer must
supplement with explicit DoS mitigation controls beyond
ETSI scope.

ETSI provides controls which can minimize the negative
impact of connected devices; however, this does not
cover CRA Annex | Part | (i). Manufacturers must
perform risk assessment and demonstrate compliance
through additional measures beyond ETSI, documented
per Article 13(3) and Annex VII.

CRA Annex | Part | (j) can be fulfilled by ETSI EN 303
645.

CRA Annex | Part | (k) can be fulfilled by ETSI EN 303
645.

ETSI only mentions telemetry examined for anomalies.
CRA requires to; 1) Implement logging of security
relevant internal activities. 2) Implement monitoring of
security relevant internal activities. 3) Implement a
monitoring opt-out-mechanism for the user

ETSI contains controls about deletion of data, however
secure data transfer between products/systems is only
implied.

CRA requires the capability that user data can be
transferred to other products/systems in a secure
manner.
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VULNERABILITY HANDLING REQUIREMENTS

. Cyber Resilience Act ETSI 303 645 | Overall coverage and possible gaps

Manufacturers of the products with digital elements
shall:

identify and document vulnerabilities and components
contained in the products with digital elements, including by
drawing up a software bill of materials in a commonly used
and machine-readable format covering at the very least the
top-level dependencies of the products

in relation to the risks posed to the products with digital
elements, address and remediate vulnerabilities without
delay, including by providing security updates, where
technically feasible, new security updates shall be provided
separately from functionality updates

apply effective and regular tests and reviews of the security
of the product with digital elements

once a security update has been made available, share and
publicly disclose information about fixed vulnerabilities,
including a description of the vulnerabilities, information
allowing users to identify the product with digital elements
affected, the impacts of the vulnerabilities, their severity and
clear and accessible information helping users to remediate
the vulnerabilities; in duly justified cases, where
manufacturers consider the security risks of publication to
outweigh the security benefits, they may delay making public
information regarding a fixed vulnerability until after users
have been given the possibility to apply the relevant patch

put in place and enforce a policy on coordinated vulnerability
disclosure

take measures to facilitate the sharing of information about
potential vulnerabilities in their product with digital elements
as well as in third party components contained in that
product, including by providing a contact address for the
reporting of the vulnerabilities discovered in the product with
digital elements

provide for mechanisms to securely distribute updates for
products with digital elements to ensure that vulnerabilities
are fixed or mitigated in a timely manner and, where
applicable for security updates, in an automatic manner

ensure that, where security updates are available to address
identified security issues, they are disseminated without
delay and, unless otherwise agreed between a manufacturer
and a business user in relation to a tailor-made product with
digital elements, free of charge, accompanied by advisory
messages providing users with the relevant information,
including on potential action to be taken
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ETSI requires vulnerability handling, however,
does not require a formal SBOM or component
inventory. CRA requires the capability to
create an SBOM in machine-readable format.

ETSI requires timely security updates. CRA
also requires that security updates should be
separate from functional updates, which is not
explicitly mentioned in ETSI.

ETSI requires a secure development process,
however it does not explicitly demand regular
security reviews or penetration testing.

ETSI requires a public disclosure policy and
user notification on security updates, however
the level of detail is less than in the CRA,
especially on public vulnerability advisories.

ETSI and CRA both require a vulnerability
disclosure policy. CRA specifies that both
individuals and entities should be able to
report vulnerabilities, anonymous if requested.
Additionally, the coordinated vulnerability
disclosure policy should specify a structured
process through which the reported
vulnerabilities will be diagnosed and
remediated.

ETSI and CRA both require a vulnerability
disclosure policy. However, ETSI does not
explicitly mention facilitating sharing of
information about vulnerabilities.

CRA Annex | Part 2 (7) can be fulfilled by ETSI
EN 303 645. ETSI has requirements about
update security, automation, integrity,
authenticity, and constrained devices.

ETSI contains requirements about timeliness
and user information of security updates.
However, that updates should be “free of
charge” and should contain an advisory
message on potential action to be taken, is
CRA-specific and not present in ETSI.
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