YOUR EXPERT PARTNER IN CYBERSECURITY

BUREAU

UNECE R155/R156 Services

Starting from July 2024, vehicle manufacturers must meet compliance with UNECE
regulations R155 and R156 for cybersecurity and Software Updates. Bureau Veritas

Cybersecurity is your partner in guiding you through these regulations, all the way to the
final certification.

These are our R155/R156 services:
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Why are R155/R156 important?

The UNECE R155 and R156 regulations establish UNECE compliance:

cybersecurity and software update requirements, to . Simplifies the regulatory process for manufacturers looking

strengthen the safety and security of automotive to sell their products in multiple countries.

systems. . Demonstrates your commitment to producing safe and
secure vehicles.

R155 and R156 compliance is mandatory for OEMs . Promotes a collaborative approach, for instance knowledge

wishing to sell their vehicles in EU, UK, Australia, sharing and the exchange of best practices.

parts of Asia, parts of America, etc.

UNECE R155/R156 SERVICES


https://cybersecurity.bureauveritas.com/

The R155/R156 Services we offer:
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Training

The R155/R156 regulations are complex. We provide extensive training programs,
personalized to your needs. Our training covers theoretical knowledge, practical
O00 examples and exercises, to ensure your team gains deep understanding of the
/T practices present in R155/R156 and how they may be implemented.

Gap Assessment

o We analyze your development processes, to identify any gaps in compliance with
= the applicable CSMS and SUMS requirements, as included in R155/R156. We then
I? zl provide concrete recommendations for improvement and prepare a personalized

road map to achieve compliance.

Consultancy

Our consultants have years of experience in automotive cybersecurity. Once you
have a clear picture of the gaps in your processes, systems or components, they
can help you understand and implement the necessary policies and procedures to
meet the requirements and further prepare you for R155/R156 certification.

TARA and Risk Assessments

A TARAs are an essential aspect of R155 compliance. We can support you identify
3 the security relevant components and systems in the vehicle. Then we can guide
E@ you in creating the necessary TARA analysis and evidence. If needed, we can
\ perform the TARA for you.

R155/R156 Certification

— Finally, our team of experts can guide your organization through the entire

< —_— > certification process for processes and vehicles, ensuring you comply with the
specific R155/R156 requirements applicable to your products, and achieve your

certification quickly and smoothly.

Don’t wait until it’s too late. Compliance with R155 and R156 can be a
long journey. Contact Bureau Veritas today to schedule a consultation and
find out how we can tailor our services to your needs.
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Machinery Regulation Services

The new EU Machinery Regulation sets out safety and
security requirements for machinery placed on the market
within the EU. It also includes cybersecurity requirements.
We can help you comply with this new regulation.

Cyber Resilience Act (CRA)

The new EU CRA sets cybersecurity requirements for all
products with digital elements placed on the market. We
help manufacturers meet these obligations and ensure
compliance.

Pentesting Services

Penetration testing uncovers vulnerabilities and shows how
issues like IT breaches, vendor access and cyber-physical
attacks could impact your products and operations. We can
help you identify and mitigate those risks.

Result
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Why choose
Bureau Veritas

Bureau Veritas Cybersecurity is your
expert partner in cybersecurity. We
help organizations identify risks,
strengthen defenses and comply with
cybersecurity standards and
regulations. Our services cover people,
processes and technology, ranging
from awareness training and social
engineering to security advice,
compliance and penetration testing.

We operate across IT, OT and loT
environments, supporting both digital
systems and connected products. With
over 300 cybersecurity professionals
worldwide, we combine deep technical
expertise with a global presence.
Bureau Veritas Cybersecurity is part of
the Bureau Veritas Group, a global
leader in testing, inspection and
certification.

Example case | R155 compliance

Which problem did the customer have?

A leading truck manufacturer was concerned obtaining compliance with
R155, before the deadline of the regulation. The concern was especially
linked to it's suppliers, who were not very mature in cybersecurity.

interaction with all cybersecurity relevant suppliers. This ensured that the
suppliers understood the requirements, and were able to prepare the
evidence. The manufacturer reached R155 compliance in time.

\@’ Bureau Veritas’ Cybersecurity team helped the manufacturer with individual

Interested? D} cybersecurity@bureauveritas.com

Contact us today: @ cybersecurity.bureauveritas.com
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