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SCEEDED(hr))

Disp->QueryInterface(I11D_IHTMLFormElement, (v:

ict.
iner* pConPtContainer = NULL

BUREAU s
V E R [TA S 14 §'m. bFoungloginPage = tr
t5 JE
i 1ok

I (im_bFoungloginPage
e(1ID_IWebBrowser2, i . 4 ‘return m_bFoungloginPag

=W
‘return m_bFoungloginPage;

1010101

131010101010101010

L

Dark Web Monitoring

Do you know if potential attackers can find stolen credentials from your
organization on the dark web? We can monitor this for you. This is
important, because stolen credentials are the main cause of security
breaches. Find out before attackers use this information against you.

Dark Web Monitoring gives you:
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Hard-to-get information  Actions to protect yourself An ethical partner
Valuable information from the dark  Which accounts and systems are Navigating illegal marketplaces
web is hard to come by. Our affected? We can help you identify comes with dilemmas. Our experts
unique information position can these and advise you on actions. follow the most ethical course.
help you.

Why choose Dark Web Monitoring?

By scanning the dark web, or illegal online compromised systems as a gateway to access the
marketplaces, we can discover if criminals are selling rest of your network. An infected system is often a
or trading in access to your assets. This means you precursor to a ransomware attack.

can take immediate protective measures, before this  Dark Web Monitoring serves as the last line of

information is used against you. We specifically defense - if attackers have managed to break
search for credentials stolen from compromised through your other security measures, this service
systems. This is important, because cybercriminals can give your valuable information to stop them just
can use stolen credentials or in time.

DARK WEB MONITORING


https://cybersecurity.bureauveritas.com/

How Dark Web Monitoring works
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1. Scope and baseline

Which (sub)domains do you want to monitor? The first step is
to give you a baseline of information that is already available
about your organization on the dark web. On that basis we will
define the scope for future alerts.

2. Daily monitoring

We monitor the dark web daily for stolen credentials for your
assets and compromised endpoints, to make sure that we stay
up-to-date on intelligence.

3. Validation

Not all information is equally important, relevant or urgent. Our
experts validate any new information that the monitoring
shows.

4. Notifications and recommendations

If there is a serious threat, you receive an immediate
notification. You receive insight into which accounts and
systems have been compromised. You can expect us to help
you determine the best course of action, so that you can
protect your organization from potential attackers.

cost up to $1.6 billion.
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Why choose
Bureau Veritas

Bureau Veritas Cybersecurity is your
expert partner in cybersecurity. We
help organizations identify risks,
strengthen defenses and comply with
cybersecurity standards and
regulations. Our services cover people,
processes and technology, ranging
from awareness training and social
engineering to security advice,
compliance and penetration testing.

We operate across IT, OT and loT
environments, supporting both digital
systems and connected products. With
over 300 cybersecurity professionals
worldwide, we combine deep technical
expertise with a global presence.
Bureau Veritas Cybersecurity is part of
the Bureau Veritas Group, a global
leader in testing, inspection and
certification.

Why Dark Web Monitoring is important

All because the credentials of one employee were sold on the dark web.

Dark Web Monitoring can prevent a lot of damage. Recently credentials of
c a large US tech healthcare company were stolen by a credential stealer
O and bought by the BlackCat ransomware group. This group used these

credentials to gain remote access, move laterally and exfiltrate sensitive
medical data on a substantial portion of people in America.

~ company paid $22 million to recover access to data and systems and to

\‘;O’, The hack disrupted healthcare payments in the USA for a month. The
= prevent data from being published. But the company expects the hack to

Interested? D<) cybersecurity@bureauveritas.com

Contact us today: @ cybersecurity.bureauveritas.com
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