YOUR EXPERT PARTNER IN CYBERSECURITY
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CyberCare

Are you an IT manager who also has a CISO role? Do you lie awake at
night because you are responsible for security when in reality you do not
have time for this? CyberCare supports and unburdens you in the field of
information security at a fixed monthly rate.

CyberCare gives you:

Expert CISO support Clear security priorities A problem solving partner
You have a dedicated sparring You and your sparring We not only identify

partner with up-to-date partner establish a yearly problems, but help you solve
knowledge about cybersecurity. roadmap with clear priorities. them effectively.

Why choose CyberCare?

‘My organization thinks I'm the CISO, but 'm not - I'm  CyberCare works efficiently: you don’t need to hire a

the IT manager.” We often hear this from our clients, large team of experts. For a fixed monthly rate, you
for example in healthcare or medium-sized are given a dedicated sparring partner who helps
enterprises. This means that you have CISO tasks on  you set security priorities and solve problems. This
top of your IT-managing workload. way you cover your CISO tasks, you can justify

In addition, you may be dealing with many different which security measures you spend your money on,
suppliers, or there might be many personnel changes and you structure the CISO tasks in such a way that
in the organization. CyberCare helps you gain and they take less time. You strengthen your entire
maintain control of your cybersecurity. cybersecurity, from people to process to

techonology.
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How CyberCare works

(€

Setting priorities Dedicated Solving
sparring partner problems

=) 1. Setting priorities with the CyberCare Roadmap
What is the state of the security of your organization? Are there improvements
=) possible in your security, and if so, which? In consultation with you we draw up
a clear roadmap, so that you have clear priorities and a global annual plan. As
input for the roadmap we use, for example, a Security Maturity Assessment: this
measures the security maturity level of your entire organization.

2. Dedicated sparring partner for all your questions

You are in close contact with a dedicated sparring partner who gives you
independent advice - ranging from policy to practical matters. This includes, for
example, an annual Strategy Meeting to determine direction and priorities in
consultation. You can always call your regular advisor for advice. Some of our
clients meet with their sparring partner twice a month to discuss the state of
affairs and course of action.

3. Solving problems

@ Assessments and testing often raise extra issues for you to then solve.
CyberCare's goal is to help you find tangible solutions and take concrete steps
toward a more secure organization. We can use a wide range of expertise to help
you do this, for example our Security Management Services (such as
implementing 1ISO 27001 controls), Awareness & Behavior Services and Digital
Forensics and Incident Response.

prioritizes
organizes

CyberCare unburdens
supports

solves
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Example of a CyberCare Roadmap

CISO support meetings

Governance
and Create roadmap Create roadmap

strategy

Helpdesk Support

Crisis Tabletop SAFE Awareness Program

Phishing simulation

E-learning program

Internal pentest Cloud Assessment

Application Testing

Remediation

Technology

The chart above shows what a CyberCare Roadmap might look like in practice. Because
our expertise is all in-house, we can deploy a variety of experts and teams as needed, from
experienced technical pentesters to behavioral psychologists and RE auditors. That way,
you do not lose time searching for additional expertise.

What our clients say

“| feel stronger”

“It helps that my dedicated CyberCare
contact is there when | meet with
vendors or the board about security
issues. | feel stronger that way.”
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Benefits of CyberCare T ER A
ﬁ Dedicated sparring Why choose
partner Bureau Veritas

Setting priorities

Do you run into

Qr , issues? You can Bureau Veritas Cybersecurity is your

] ] always phone your expert partner in cybersecurity. We
We create an yearly timetable with . . . I
- advisor. help organizations identify risks,
you, containing a clear roadmap. ' )
Sa” strengthen defenses and comply with

b' & cybersecurity standards and

regulations. Our services cover
people, processes and technology,

ranging from awareness training and

Solving problems social engineering to security advice,

compliance and penetration testing.

Are there security issues or problems?
We help you solve them. We operate across IT, OT and loT

environments, supporting both digital
systems and connected products.
With over 300 cybersecurity
professionals worldwide, we combine
deep technical expertise with a global
presence. Bureau Veritas

Cybersecurity is part of the Bureau

Veritas Group, a global leader in

testing, inspection and certification.

Example case | CyberCare

Which problem did the client have?

C The IT manager of a mid-sized healthcare organization with an IT team of
O 25 employees was also given CISO duties. This manager had little
cybersecurity experience and was looking for an experienced partner to
support him.

- @ - Result

= After a Security Maturity Assessment, we established a timetable in
consultation with this manager. This is monitored in a biweekly meeting
between the CyberCare contact and the client. After one year, the
organization’s cybersecurity maturity has already grown tremendously.

Interested? D<) cybersecurity@bureauveritas.com

Contact us today: @ cybersecurity.bureauveritas.com
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